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Abstract: With the increase in data theft, eavesdropping
and hacking, a requisite for powerful data protection
schemes arises. Many algorithms have been proposed in
the past to enhance the speed and the security
parameters of the cryptographic algorithms. The well-
known algorithms that are currently in use are
Advanced Encryption Standard (AES) for data and
visual cryptography (VC) for the images. The scope of
the project is to develop a highly secure encryption
algorithm, by combining the AES and VC algorithms.
The algorithms will be simulated in MATLAB and also,
the architecture developed for the same will be
downloaded on the Spartan 3E FPGA.

Keywords: Cryptography; AES; Simulation; image;
Secret Sharing; Visual Cryptography

I. INTRODUCTION

Cryptography is the branch of science, which deals
with encryption techniques. It helps for creating written or
generated codes that allows information to be kept secret.
Cryptography is the study of hiding information and it is
used when communicating over an untrusted medium such
as internet, where information needs to be protected from
the third or unknown parties. In cryptography, the
encryption algorithm can be used in two different methods
i.e., substitution and transposition. Substitution means,
where each element of input text like bit, letter, and group
of letters or bits is mapped into another element and
transposition means rearranging the elements of input text.
In this way there will be no loss of information.
Cryptography uses two different numbers of keys i.e.
symmetric key and asymmetric key. Symmetric key means
both the transmitter side and reception side use the same
key and asymmetric key means it use different keys on
both sides [1]. The modern popular methods of
cryptography are DES (Data encryption standard), 3-DES
(Triple-DES), AES (Advanced encryption standard) and
VCS (Visual cryptography standard).

DES uses symmetric key and it can excrypt 64-bit text
size with 56-bit key. It takes a 64-bit input text in block
and also outputs a 64-bit text. Then the DES always works
on same equal size of input text in block and it also uses
the two encryption methods based on substitution and
permutation. The main algorithm of DES is repeated 16
times to obtain the output text. Hence it is very difficult
and no more invulnerable [2]. Triple-DES, as the name
implies, performs triple times DES with using different
keys for improving security of DES. Hence it is very
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simple, more secure but is too much slower [2]. AES, it is
the improved version of DES and it also uses symmetric
key encryption method. Then AES uses different numbers
of keys size like 128,192 and 256, it operation slightly
differs from the different keys size. Hence it is more
efficient, as increasing the key size not only offers more
number of bits, but also increases their complexity of this
standard. Hence it is more secure and protects the secret
information [2]. Visual cryptography is one of the newest
techniques which provides the security and protect
information. This can be used only on images. If the image
needs to be encrypted, it has to be divided into N separate
equal-sized shares and then transmitted through different
channels. If anywhere unauthorized person will receive
one image it is impossible to get the original image. For
decrypting, the shares has to be overlapped to visually
interpret the data.

I1. AES IMPLEMENTATION

Advanced encryption standard was introduced by
National Institute of Standard and Technology in 2001.
AES was successor of (DES) data encryption standard, as
DES did not provide long term security because of shorter
key length of 56 bits. In this cryptographic technique, we
use symmetric key form of 128 bits. It involves 4 steps to
complete one round of simple AES operation [3]. They
are:

1. Add round key
2. Substitute bytes
3. Shift rows

4. Mix-Columns

Add round key- Its doing bitwise XOR operation
between the 128 bit input text and 128 bit key. Here both
input and key are of 4x4 matrix bytes (16 bytes x 8 bits =
128 bits). Operation of add round key is shown in below
figure 1[1][3].

agla | a,
e

AR K

HEIFIE

x

Fig 1. General add round key operation

In this process, the input data is represented by matrix-a,
key input represented by the matrix-k and the XOR
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operation performed between two matrix-a and the matrix-
k is the resultant matrix-b, which is output of this
operation stage.

Substitute bytes- Non-linear operation performed by sub-
bytes. This is the main goal for the safety in encryption.
Each byte of input text is operated in a simple form of
substitution from S-box. With the help of LUT, states with
16 bytes (input data) are replaced by parallel value found
in table [1][3].
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Fig2. General sub byte operation block diagram
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Fig 3. S-box representation

In case of Shift rows, the result of s-box matrix is shifted to
left circularly. First row of input remains unchanged, second
row of input is shifted to left by 1-byte, third row by 2-bytes
finally fourth row by 3-bytes as shown in figure 4 [1][3].
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Fig 4. Shift row operation

Mix-Column — Here the matrix resulted from shift rows is
multiplied with the key “2 3 1 1” using Galois Field
Multiplication.
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Fig5. Mix-column operation

Single column transition can be expressed as given below.
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Fig 6. Galois field Multiplication

Il. VISUAL CRYPTOGRAPHY

Shamir & Naor introduced the concept of visual
cryptography, that works only on the encoded text to be
encrypted as a images or graphics [5].

Later, Naor & Pinkas, proposed a how to use visual
cryptography for the identification of a person without
believing the underlying system [6].

IV. CONCLUSION

Out of these, AES is proved to be the best method
while working on data such as text & Visual Cryptography
is the most advanced method for encrypting images. It can
be seen now a days that AES can also be hacked by the
hackers to get sensitive data. Using only AES is prone to
hacking. Visual Cryptography is best suited for images
only.

V. FUTURE SCOPE

When the person wants to access the confidential data
online, the person enters the details like username,
password, credit card number. Etc but this data can be
hacked by the attackers using phishing techniques [7].

Thus, for added security, a combination of AES and
visual cryptography can be performed that allows
establishing a secure channel between two known persons
and can be used for secure communication or interaction.
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